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Within the context of these guidelines electronic communication 
incorporates all use of electronic links – electronic mail, conferencing, 
newsgroups, social networking, file transfer plus access to Intranets and 
the Internet - as well as remote access of school systems as part of 
service provision by the ICT Unit.  Flintshire Education Authority believes 
that the educational benefits of using electronic communications far 
outweigh the possible risks and that good planning and management will 
ensure appropriate and effective pupil and staff use in all its schools.  
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Acceptable Use Policy for Broughton Primary School 
 

Issues are presented as questions with comment and a range of possible 
statements.  The writing team within school should consider each question and 
select appropriate statements.  Naturally, the team may decide to edit or replace 

statements.  Simply delete statements that are not relevant to your school, amend 
them to suit your needs or provide your own statements.  As alternative approaches 
may be reflected, be careful not to select contradictory responses!  A few statements 

are recommended to Flintshire schools as essential, these are marked F. 
 
The issues, as section headings, plus suggested statements are provided separately 
as a Word document.  Schools will be informed of any revisions to the document and 
latest versions of the template will be available on the Education Intranet site. 
 
 
1. Preparation and review of the policy 

 
The School’s Electronic Communications and e-Safety Acceptable Use Policy is 
part of the school’s ICT policy and will relate to other policies including those for 
behaviour and for personal, social and health education (PSHE).  The writing 
process will ensure that wider aspects of electronic communication use have 
been fully considered.   
 

 
2. Why is use of electronic communication important? 

 
Use of electronic communication relates to both pupils and all staff – teachers, 
supply teachers, student teachers and support staff.  In addition to being a tool 
for learning electronic communication is relevant to management and 
administration tasks.  Additionally, there is the need to comply with relevant 
legislation, in particular the Data protection Act 1998 and the Computer Misuse 
Act 1990. 
 

 The purpose of using electronic communication in schools is to raise 
educational standards, to support the professional work of staff, to support 
the professional development of staff and to enhance the school’s 
management information and business administration systems. 

 

 Internet use is part of the statutory curriculum and a necessary tool for 
learning. 

 
 

 Pupils use the Internet widely outside school and will need to learn how to 
evaluate Internet information and to take care of their own safety and 
security.  
 

 



 The use of a computer system without permission or for a purpose not 
agreed by the school may constitute a criminal offence under the Data 
Protection Act 1998 or Computer Misuse Act 1990. 

 
 Use of electronic communications is permitted outside of working hours 

subject to the Council Security Policy for Schools (detailed in Appendix A). 
 

 
3. What are the benefits to the school? 

 
Linking computer technology with telecommunications offers access to a wide 
range of information and services.  This link has given rise to the term 
information and communications technology (ICT). Of particular importance is 
the networking of computers within school and linking schools to the Internet.  
The Grid is seen as a structure of educationally valuable content on the Internet 
with the potential to support teaching, learning, training and administration. 
 
 

 A number of studies and government projects have indicated the benefits to 
be gained through the appropriate use of electronic communications in 
education.   
 

 These benefits include: 
 

 Access to world-wide educational resources including museums and art 
galleries;  

 Inclusion in the National Education Network which connects all UK 
schools;  

 Educational and cultural exchanges between pupils world-wide;  

 Vocational, social and leisure use in libraries, clubs and at home;  

 Access to experts in many fields for pupils and staff;  

 Professional development for staff through access to national 
developments, educational materials and effective curriculum practice;  

 Collaboration across support services and professional associations;  

 Improved access to technical support including remote management of  

 Networks and automatic system updates;  

 Exchange of curriculum and administration data with the LEA and the 
Welsh Assembly Government 

 Access to learning wherever and whenever convenient.  
 

 
 

 
 

4. How will the risks be assessed? 

 
The school will need to address the issue that it is difficult to remove completely 
the risk that pupils might access unsuitable materials or receive unsuitable 
messages via the school system.  It is wise to include a disclaimer. 
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 In common with other media such as magazines, books and video, some 
material available via electronic communication and the Internet in 
particular is unsuitable for pupils.  The Council has invested in technology 
to check electronic content.  However, it is not possible to automatically 
check the content of electronic messages for every word or phrase that 
might be considered unsuitable.  The school will supervise pupils and take 
all reasonable precautions to ensure that users access only appropriate 
material.  However, due to the international scale and linked nature of 
information available via the Internet, it is not possible to guarantee that 
particular types of material will never appear on a screen.  Neither the 
school nor Flintshire County Council can accept liability for the material 
accessed, or any consequences thereof.  

 
 

 Should examples of unacceptable use arise these will be communicated 
immediately, electronically or in writing, to the ICT Adviser so that 
appropriate steps can be taken to prevent future occurrences of such use. 

 
 
5. How will Internet access be authorised? 

 
The school should allocate access to the Internet on the basis of educational 
need.  In the case of a primary school this might include all staff and groups of 
pupils such as a class.  A secondary school might decide that individual 
registration is required for certain groups of pupils such as VIth Formers.  In 
either case it will be clear who has Internet access and who has not.  An 
important decision is whether parental permission is required, for example 
where pupils have access for project work or general study. 
 
It should be noted that via FlintNet Internet access is automatically routed 
through an authentication system maintained by the ICT Unit in conjunction with 
Corporate IT staff.  Thus every use, by an individual and a group, requires a 
unique identity and password.  Retention of individual identity and password is 
an essential element of maintaining secure use.  Teachers will need to control 
and monitor users who have access via a group identity and password. 

 

 Internet access is a necessary part of planned lessons.  It is an entitlement 
for pupils based on responsible use. 
 

 At Key Stage 2 pupils will initially access teacher-approved/prepared 
materials before being given supervised access to the Internet. 
 

 At Key Stage 2, Internet access will be granted to a whole class as part of 
the scheme of work after a suitable introduction to the rules for responsible 
use of the Internet. 

 

 Teachers will monitor and control access by pupils via a shared identity and 
password. 

 



 Parents are asked to sign and return a permission form for use of electronic 
communication. 

 
 

6. How will the security of the school ICT system be maintained? 

 
The Internet is a connection to the outside world that could compromise system 
performance or threaten security.  Access is available through FlintNet, which is 
the corporate wide area network.  Schools that utilise electronic communication 
via FlintNet will be subject to the safeguards maintained by the ICT unit and 
Corporate IT staff. 
 
 All Internet connections will be achieved via Flintshire’s Wide Area Network 

(FlintNet) to ensure compliance with the security policy.  
 

 

 Security strategies will be discussed with the LEA and will take account of 
Flintshire County Council policies, guidelines from the ICT Unit and the 
relevant legal framework. 

 

 Access by wireless devices will only be implemented by staff from the ICT 
Unit in compliance with the LEA wireless policy. 

 

 Virus protection will be installed, updated regularly and used in accordance 
with agreed security procedures. 

 

 Portable media may not used without specific permission and a virus check.  
 

 Unapproved system utilities and executable files will not be allowed in 
pupils’ work areas or attached to email. 

 
 
7. How will the school ensure use of electronic communication provides 

effective learning? 

 
Developing effective practice in Internet use for teaching and learning is 
essential. Librarians and teachers will help pupils learn to distil the meaning 
from the mass of information provided by the Web. Often the quantity of 
information is overwhelming and staff may guide pupils to appropriate Web 
sites, or develop location skills. Offering younger pupils a few good sites is 
better than the easy option of a Web search. Above all pupils will learn to 
evaluate everything they read or see and to take care in publishing and 
interactions with others via the Internet. 

 
 

 The school will work with the LEA and relevant officers of Flintshire County 
Council to ensure systems to protect pupils are reviewed and improved. 
 

 Internet access will be planned to enrich and extend learning activities.  
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 Staff will guide pupils in on-line activities that will support the learning 

outcomes planned for the pupils’ age and maturity. 
 

 Pupils will be educated in the effective use of the Internet in research, 
including the skills of knowledge location, retrieval and evaluation. 

 

 Pupils using the Internet will be supervised appropriately. 
 

 Internet access will be via FlintNet, which provides a service designed for 
pupil and staff use.  This will include filtering appropriate to the age of pupils 
and timed access to match agreed needs. 

 
 

8. How will pupils be taught to assess content accessed or received 
electronically? 

 
The quality of information received via radio, newspaper and telephone is 
variable and everyone needs to develop skills in selection and evaluation. The 
spreading of malicious rumour has occurred for thousands of years and lies can 
win over truth. Information received via the Web, email or text message 
requires superlative information handling skills. In particular it may be difficult to 
determine origin and accuracy, as the contextual clues present with books or 
TV may be missing or difficult to read. A whole curriculum approach may be 
required. 
 
In a perfect world, inappropriate material would not be visible to pupils using the 
Web but this is not easy to achieve and cannot be guaranteed. It is a sad fact 
that pupils may occasionally be confronted with inappropriate material, despite 
all attempts at filtering. Pupils should be taught what to do if they experience 
material that they find distasteful, uncomfortable or threatening. For example: to 
close the page and report the incident immediately to the teacher.  
More often, pupils will be judging reasonable material but will need to select 
relevant sections. Pupils should be taught research techniques including the 
use of subject catalogues and search engines and be encouraged to question 
the validity, currency and origins of information. Key information handling skills 
include establishing the author’s name, date of revision and whether others link 
to the site. Pupils should compare web material with other sources. Effective 
guided use will also reduce the opportunity pupils have for exploring unsavoury 
areas. 
 

Access to sensitive sites, for example those that record the Holocaust, may be 
required for the duration of a specific educational activity by supervised pupils 
of appropriate age. Some filtering software can provide temporary access to 
specific sites, which a teacher considers necessary for a particular purpose.  
Clearly pupils need to understand that unselective copying is worth little without 
a commentary that demonstrates the selectivity used and evaluates 
significance. Respect for copyright and intellectual property rights, and the 
correct usage of published material should be taught. Methods to detect 



plagiarism may need to be further developed and are certainly part of 
examination boards’ thinking.  

 
 

 Pupils will be made aware that the writer of an electronic mail message or 
the author of a Web page may not be the person claimed or the intended 
recipient. 
 

 Pupils will be taught to expect a wider range of content, both in level and in 
audience, than is found in the school library or on television. 

 

 Pupils will be encouraged to tell a teacher immediately if they encounter any 
material that makes them feel uncomfortable. 

 
 When copying materials from the Web pupils and staff will comply with 

copyright. 
 

 Pupils will be taught to validate information before accepting it as true, an 
important aspect of higher levels of subject teaching. 

 

 Pupils need to be aware that information on the internet may not be factual. 
Care must be taken to extract information from trusted sites. 

 
9. How will Email be managed?  

 
Electronic mail (email) is simple to use and relatively cheap.  The content of 
electronic mail messages transmitted via FlintNet are checked via software in a 
process managed by the ICT Unit.  However, care needs to be taken that the 
potential consequences of reading and sending messages, for both the pupil 
and the school, are appreciated. 
 
Access to web-based email is not allowed because it is not viable to filter and 
check the content of this type of email. 
 
Pupils should be made aware of the appropriate actions to take if they receive 
unwanted interactions by email.  Bullying, abuse or harassment by email should 
be dealt with in the school’s anti-bullying policy.  Pupils should be advised to 
guard against giving out personal information at all times. 
 
One of the key considerations is reducing the risk of unsolicited attention put on 
individual pupils from people outside the school.  If individual pupil addresses 
are used there is a risk of people from outside the school contacting pupils 
direct.  A class/teaching group email addressing system gives complete 
anonymity to pupils, allows teachers to monitor mail and therefore reduces the 
risk.  Care should be taken if allowing pupils to attach files to email messages. 
 
There are concerns regarding the filtering of emails relating to breaches of 
individuals rights to privacy etc.  Filtering and monitoring is used and details of 
the approach should be included in the school’s Acceptable Use Policy. 
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Email use is a key concern for schools in terms of safety and management.  
Parental consent should be obtained for pupils to use email.  This should be 
informed consent with parents having access to the school’s Acceptable Use 
Policy. 
 
 

 Communications with persons and organisations will be managed to ensure 
appropriate educational use and that the good name of the school is 
maintained. 
 

 Pupils may only use approved email accounts on the school system. 
 

 Pupils must immediately tell a teacher if they receive offensive email.  
 

 Pupils may send email as part of planned lessons but will not be given 
individual email accounts. 
 

 Email messages on school business will only be transmitted from a school 
email address – not an individual email address. 

 

 Pupils may only attach files to email messages with the approval of a 
teacher and only then if the files are free from viruses. 

 
 
 
10. How will social networking and personal publishing be managed? 

 

Parents and teachers need to be aware that the Internet has emerging online 
spaces and social networks which allow individuals to publish unmediated 
content. Social networking sites can connect people with similar or even quite 
different interests. Guests can be invited to view personal spaces and leave 
comments.  

For use by responsible adults, social networking sites provide easy to use, free 
facilities; although often advertising intrudes and may be dubious in content. In 
developing their understanding of social networking pupils should be 
encouraged to think about the ease of uploading personal information and the 
potential impossibility of removing an inappropriate photo or address once 
published.  

Examples include: blogs, wikis, MySpace, Bebo, Piczo, Windows Live Spaces, 
YouTube, Flickr, MSN space, forums, bulletin boards, multi-player online 
gaming, chatrooms, instant messenger and many others.  
 

  Pupils are advised never to give out personal details of any kind which may 
identify them or their location. Examples would include real name, address, 
mobile or landline phone numbers, school, IM address, email address, 
names of friends, specific interests and clubs etc.  

 



 Pupils will be advised not to place personal photos on any social network 
space. They should consider how public the information is and consider 
using private areas. Advice should be given regarding background detail in a 
photograph which could identify the student or his/her location eg. house 
number, street name, school or shopping centre. 

 

 Students will be advised not to publish specific and detailed private 
thoughts. 

 

11. How will videoconferencing be managed? 

(In the event that videoconferencing facilities are installed in the school). 

 

Videoconferencing enables users to see and hear each other between different 
locations.  It is a ‘real time’ interactive technology and has many uses in 
education.  Equipment ranges from small PC systems (web cameras) to large 
room-based systems that can be used for whole classes or lectures. The 
videoconferencing equipment uses a ‘network’ to communicate with the other 
site.   

Videoconferencing has recently developed over IP networks – the system now 
used within Flintshire.  All modern standards-based videoconferencing systems 
will connect over IP.  Videoconferencing over the Internet, even with a 
broadband connection, is unpredictable since it is a shared network and quality 
of service cannot be controlled. 

Recently, use of videoconferencing has been developed over the Wales 
Lifelong Learning educational broadband network.  This is a secure, broadband, 
IP network allowing interconnection of schools within Wales.  Additionally, 
recently the National Educational Network (NEN) has been developed.  This is 
a secure, broadband, IP network interconnecting the ten regional schools 
networks across England with the Welsh, Scottish and soon the Northern Irish 
networks.  Schools can thus use IP technology in a secure and managed 
environment.  Videoconferences, within and outside Flintshire, should be 
undertaken via the JANET videoconferencing booking system.  In exceptional 
circumstances a videoconference with another Flintshire school may be 
undertaken using a direct IP connection. 

 

The equipment and network 

 All videoconferencing equipment in the classroom must be switched off 
when not in use and not set to auto answer.   

 IP videoconferencing will be via the Wales Lifelong Learning educational 
broadband network rather than the Internet to ensure quality of service and 
security. 

 Newsgroups will be blocked unless a specific use is 
approved..Videoconferences, within and outside Flintshire, will be 
undertaken via the JANET videoconferencing booking system.  In 
exceptional circumstances a videoconference with another Flintshire school 
may be undertaken using a direct IP connection. 
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 External IP addresses will not be made available to other sites.  

Users 

 Videoconferencing will be supervised appropriately for the pupils’ age.  

 Parents and Guardians must agree for their children to take part in 
videoconferences – via the standard consent form.   

 Unique log on and password details for educational videoconferencing 
services will only be issued to members of staff and kept secure.   

 
Content 

 When recording a lesson, written permission will have been given by all 
sites and participants. The reason for the recording will be given and the 
recording of videoconference will be made clear to all parties at the start of 
the conference.   

 Recorded material will be stored securely. 

 

 

12. How will emerging technologies be managed? 

 

Many emerging communications technologies offer the potential to develop new 
teaching and learning tools, including mobile communications, wide Internet 
access and multimedia. A risk assessment needs to be undertaken on each 
new technology and effective practice in classroom use developed. The safest 
approach is to deny access until a risk assessment has been completed and 
safety demonstrated.  

Possible statements: 

 

 Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed. 

 

 Use of cellular wireless, infrared and Bluetooth communication is only 
allowed within the context of the agreed policy maintained by the ICT Unit. 

 

13. How will file transfer be managed? 

 

File transfer is the process of moving files across the Internet and is referred to 
as FTP (File Transfer Protocol).  Downloading is the process of copying a file 
from the Internet to your computer.  Uploading is the process of copying a file 
from your computer to a computer (usually a server) on the Internet.  Care must 
be taken to ensure that files uploaded are suitable for their intended purpose 
and free from viruses.  Similarly, any files downloaded must be appropriate for 
identified needs, validly obtained and checked for viruses before use. 

 

 File transfer will be undertaken subject to restrictions imposed via the 
Corporate Firewall and may be limited to designated PCs/individuals. 



 

 Schools will not transfer files directly to another school but will deposit the 
file on a server in the ICT Unit from where the receiving school will collect 
the file. 

 

 File transfer will only be carried out by staff. 

 

 

 All files downloaded will appropriate to educational use or technical needs 
and both licensing and copyright requirements will be met. 

 

 

14. School Web Sites and Virtual Learning Environment 

 
(In the event of Broughton Junior School having a web site). 
 
Many schools have created Web sites that inspire pupils to publish work to a 
high standard for a very wide range of audiences.  A Web site can celebrate 
good work, promote the school and publish resources for projects or homework.  
Flintshire schools wishing to publish materials have three options: 
 

 School intranet – available only to that school 

 LEA intranet – materials pass through a quality checking process before 
acceptable materials are made available within an intranet focussed on 
generic areas such as literacy and numeracy, good practice and resource 
materials 

 School Web site – hosted by Flintshire County Council and available to any 
Internet user 

 
Additionally, some schools have created a Virtual Learning Environment (VLE) 
– hosted by Flintshire County Council and available from within and beyond 
schools.  A Virtual Learning Environment (VLE) is a single piece of software, 
which provides an integrated online learning environment, bringing together 
functions including content delivery, communications facilities, assessment, 
student tracking, and links to other systems, including MIS.  Resources 
available via a VLE include text, images, video, web links, sound and pdf files.  
A VLE can incorporate many of the features/facilities identified within this guide. 
 
Ground rules are important to ensure that the school’s intranet, Web site and 
VLE reflect the school's ethos that information is accurate and, for the Web site 
and VLE, that pupils are protected.  It may be necessary to distinguish between 
publishing on the school's intranet and its Web site/VLE. 
 
As the school's Web site and VLE can be accessed by anyone on the Internet, 
the security of staff and pupils must be maintained.  Although common in 
newspaper reports, the publishing of pupils’ names and photographs that 
identify individuals on Web pages is inappropriate.  Including images of pupils 
on the school web site and VLE can be motivating for the pupils involved and 
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provide a good opportunity to promote the work of the school.  Schools should 
develop a policy in relation to the use of images of pupils on the school web site 
and VLE.  The Head and Governors will need to make decisions about the type 
of images they consider suitable and that appropriately represent the school.  
When assessing the potential risks in the use of images of pupils, the most 
important factor is the potential of inappropriate usage of images of children. 

 
Providing the name and photograph of a pupil on a web site or VLE allows for 
the possibility of people outside of the school identifying and then contacting 
pupils directly. 
 
The following guidelines may assist schools when developing school web sites 
and a VLE: 
 
1. Establish the type of images that appropriately represent the school for the 

Web/VLE medium. 
 
2. Avoid the use of the first name and surname of individuals in a photograph.  

This reduces the risk of inappropriate, unsolicited attention from people 
outside the school.  An easy rule to remember is:  if the pupil is named, 
avoid using their photograph; if the photograph is used, avoid naming the 
pupil. 

 
3. Always obtain parental consent to use an image of a pupil.  This ensures 

that parents are aware of the way the image of their child is representing the 
school. 

 
4. Use photographs of items made in technology lessons, excerpts from written 

work and scanned images of artwork.  This allows pupils to exhibit their work 
to a wider audience without increasing the risk of inappropriate use of 
images of pupils. 

 
5. Only use images of pupils in suitable dress to reduce the risk of 

inappropriate use of images of pupils. 
 
6. Create a recognised procedure for ensuring only appropriate images of 

pupils are used on the school web site. 
 

 

 The Headteacher will delegate editorial responsibility to a designated group 
of staff to ensure that content is accurate and quality of presentation is 
maintained. 
 

 The web site will reside on a secure server managed and supported by the 
ICT Unit  

 

 The Web site will comply with the school's guidelines for publications. 
 

 Work included that is not the author’s should be credited with a statement 
giving the author's identity or status. 



 

 Home information or individual email addresses will not be published. 
 

 No personal information or individual email addresses will be published. 
 

 Group photographs will not have a name list attached.   

 
 
 

15. How will the school ensure Internet access is appropriate and safe? 

 
Pupils in school are unlikely to see inappropriate content in books due to 
selection by publisher and teacher.  The Internet is a new communications 
medium and staff will need to ensure that access is appropriate to the user.  
Protected access will be required for all pupils.  Primary pupils and younger 
secondary pupils will require highly protected access to the Internet.  The oldest 
secondary pupils, as part of a supervised project, might need to access adult 
materials, for instance a set novel that includes references to sexuality or 
racism.  Teachers might need to research areas including drugs, medical 
conditions, bullying or harassment. Systems will soon enable different levels of 
filtering to be applied by time, location and user. 
 

 

 Senior staff will monitor and regularly review the effectiveness of access 
strategies for electronic communication. 
 

 Links to electronic sources placed on the school web site or VLE will not 
enable access to any resources/materials not available from within the 
school. 

 

 Inappropriate use that results in contravening the school’s Acceptable Use 
Policy for Electronic Communication and e-Safety may be investigated by 
staff of the ICT Unit and Council Officers. 

 
16. How will complaints be handled? 

 
Parents, teachers and pupils should know how to submit a complaint.  Prompt 
action will be required if a complaint is made. The facts of the case will need to 
be established.  For example it is possible that the issue has arisen through 
home Internet use or by contacts outside school.  Transgressions may be of a 
minor or potentially significant nature.  Sanctions for irresponsible use will be 
linked to the school's behaviour/disciplinary policy. 
 

 Responsibility for handling incidents will lie with the Headteacher. 
 

 If staff or pupils discover unsuitable sites, the URL (address) and content will 
be reported to the ICT Unit.  The ICT Unit will immediately prevent access to 
any site considered unsuitable.  Where appropriate investigation will be 
undertaken.  Appropriate action will be taken – as defined within the 
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Commitment by Flintshire County Council. As with drugs issues, there may 
be occasions when the police must be contacted.  Where necessary, 
following discussion with the Headteacher, early contact will be made to 
establish the legal position and discuss strategies. 

 

 Parents and pupils will need to work in partnership with staff to resolve any 
issue 

 
 Any complaint about staff misuse must be referred to the Headteacher.  

 

 
17. How will staff, pupils and parents be kept informed? 

 
It is very important that staff feel prepared for use of electronic communication 
and agree with the school Electronic Communication Acceptable Use Policy.  
Staff should be given opportunities to discuss the issues and develop good 
teaching strategies.  It would be most unfair if staff, particularly supply staff, 
were asked to take charge of an Internet activity without training.  Parents will 
become aware of a variety of views concerning use of electronic 
communication.  These views will be expressed through many sources such as 
the work place, press, television and the Internet.  It is essential that parents be 
informed of the needs, context and mode of operation for use of electronic 
communication in school.  Reassurance and discussion may be required for 
both staff and parents. 

 
Possible statements: 
 

 All staff including teachers, supply staff, classroom assistants and support 
staff, will be provided with the Electronic Communication Acceptable Use 
Policy and its importance explained. 

 

 Parents' attention will be drawn to the Policy in newsletters, the school 
brochure and on the school intranet and Web sites. 
 

 Responsible use of electronic communication, covering both school and 
home use, will be included in the induction programme for all pupils when 
they join the school. 
 

 

18. How will parents' support be enlisted? 

 

Internet use in pupils' homes is rapidly increasing, encouraged by offers of free 
software and access on magazine covers.  Unless parents are aware of the 
dangers, pupils may have unrestricted access to the Internet.  The school may 
be able to help parents plan appropriate, supervised use of the Internet at 
home.  
 

 
 



 A careful balance will be maintained between keeping parents informed and 
raising issues of concern. 

 
 
19. How will remote access to school systems be used? 

 

Remote access from the ICT Unit to computers in school will allow problems 
and performance to be investigated without the need for a visit to school.  
Additionally, new and updated software can be downloaded directly and quickly 
to computers in school.  File servers in school will be able to automatically log, 
with the ICT Unit, potential faults before they occur.  This will allow preventative 
action to be taken to ensure continuity of operation.  The ability to give technical 
support in this way will result in provision of faster, more efficient, higher quality 
and best value services.  The confidentiality of school data must clearly be 
retained and access should only be undertaken by approved staff following 
authorisation from the school.  In using remote access the principle adopted 
should be that the action being taken is exactly the same as would be carried 
out of the support was given by visiting the school.  

 
 

 Remote access from the ICT Unit to school computers and managed 

network hubs will be given only to appropriate staff from the ICT Unit and 
Corporate IT. 

 

 Remote access from outside of FlintNet to school servers and servers within 
FlintNet will only be available via the secure virtual private network 
connection managed jointly by Corporate IT and the ICT Unit. 

 

 All remote access will be subject to the Flintshire Commitment Statement. 

 
 

20. Wider access within the community 

 

The Internet is available in many situations in the local community. In addition to 
the home, access may be available at the local library, youth club, adult 
education centre, village hall, supermarket or cyber café. Ideally, young people 
would encounter a consistent policy to Internet use wherever they are. 

 

In Flintshire libraries and youth and community centres Internet access by 
pupils of school age is managed by the ICT Unit with the same filtering and 
monitoring software that is employed for Internet access from schools. 

In community Internet access there is a fine balance to be achieved in ensuring 
‘freedom of information’ whilst providing adequate protection for children and 
others who may be offended by inappropriate material. Each organisation will 
develop access appropriate to its own client groups and pupils may find 
variations in the rules.  Although policies and practices may differ, community 
partners adhere to the same laws as schools with respect to content, copyright 
and misuse.  Staff may wish to exchange views and compare policies with 
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others in the community. Where rules differ, a discussion with pupils on the 
reasons for the differences could be worthwhile.  

Staff from Flintshire libraries and youth and community centres will share their 
access policies with schools and, where appropriate, work with schools drawing 
up, reviewing and amending their policies.  

 

 The school will be sensitive to Internet related issues experienced by 
pupils out of school, e.g. social networking sites, and offer 
appropriate advice.  

 

 

 E safety for any adult working with/for young people 
 

All staff, students and volunteers working at any educational establishment are 
expected to demonstrate a professional approach and respect for pupils and their 
families and for colleagues and the learning setting. Information about any aspect of 
the pupils’ education, care and family circumstances should only take place within 
clear and explicit professional boundaries. 
 
All adults working with children and young people must understand that the nature 
and responsibilities of their work place them in a position of trust. Teachers in 
particular should be aware of the Statement of professional values and practice 
outlined by the GTCW. 
 
Through the internet and social networking sites in particular, information is shared 
with a very wide audience and quickly leaves the control of the person who first 
posted it. All adults working in an educational establishment should ensure that they 
do not share via the internet anything that may identify a pupil, the setting, their 
family or another member of staff or otherwise breach any data protection legislation.  
 
All staff should also be careful not to share information or photographs on the 
internet which will cause themselves or colleagues embarrassment or which will 
bring the reputation of themselves or colleagues or the establishment into disrepute. 
Such inappropriate action will warrant consideration under the school’s disciplinary 
procedure. 
 
“Do not publish anything you would not want your mum, children or boss to see now 
or in ten years time!” Anon, Kent LEA. 
 

 
 
 
 
 
 
 
 
 
 



 

1. Framework Documents 
 
Rules for responsible Use 

 

Broughton Primary School 
Electronic Communication 
Rules for Responsible Use 

 
 
The school has installed computers with Internet access to help our learning.  These 
rules will keep you safe and help us be fair to others. 
 
 

 I will only access the system with my own identity and password, which I will keep 
secret. 

 

 I will not access other people's files. 
 

 I will only use the computers for school work and homework. 
 

 I will not bring in any removable media, such as memory stick or CD, from 
outside school unless I have been given permission. 

 

 I will ask permission from a member of staff before using the Internet. 
 

 I will only email people I know or my teacher has approved. 
 

 The messages I send will be polite and responsible. 
 

 A file will only be sent with my email message if it has been checked and is free 
from viruses and if my teacher has approved sending the file. 

 

 I will not give my home address or telephone number or arrange to meet 
someone. 

 

 I will not disclose any other person’s name, address or any of their personal 
details. 

 

 I will report any unpleasant material or messages sent to me.  I understand this 
report would be confidential and would help protect other pupils and myself. 

 
 I understand that the school may check my computer files, including electronic 

mail messages, and may monitor the Internet sites I visit. 
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Consent Documents: Form and Conditions of Use 
 
To Name of the child’s 
 Parent or guardian: __________________________________________ 
 
Name of Child:  __________________________________________ 
 
School:   Broughton Junior School 
 
Occasionally, we may take photographs of the children at our school.  We may use 
these images in our schools prospectus or in other printed publications that we 
produce, as well as our website.  We may also make video or webcam recordings for 
school-to-school conferences, monitoring or other educational use. 
 
From time to time, our school may be visited by the media who will take photographs 
or film footage of a visiting dignitary or other high profile event.  Pupils will often 
appear in these images, which may appear in local or national newspapers, or on 
televised news programmes. 
 
To comply with the Data Protection Act 1998, we need your permission before we 
can photograph or make any recordings of your child.  Please answer questions 1 to 
4 below, then sign and date the form where shown. 
 
Please return the completed form to the school as soon as possible.  

   

 Please circle 
your answer 

1. May we use your child’s photograph in the school prospectus 
and other printed publications that we produce for promotional 
purposes? 

Yes / No 

2. May we use your child’s image on our website or virtual learning 
environment? 

Yes / No 

3. May we record your child’s image on video? Yes / No 

4. Are you happy for your child to take part in a videoconference? Yes / No 

5. Are you happy for your child to appear in the media? Yes /No 

 
Please note that websites can be viewed throughout the world and not just in the 
United Kingdom where UK law applies. 
 
Please also note that the conditions for use of these photographs are on the back of 
this form. 
 
I have read and understood the conditions of use on the back of this form. 
I understand that if I wish to withdraw my consent then I must inform the school of 
this decision in writing. 
 
Parent’s or 
Guardian’s signature: __________________________ Date: _____________ 
 
Name (in block capitals) _______________________________________  



 

Conditions of Use 
 

1. This form is valid for five years from the date you sign it, or for the period of 
time your child attends this school.  The consent will automatically expire after 
this time. 

 
2. We will not re-use any photographs or recordings after your child leaves this 

school. 
 
3. We will not use the personal details or full names (which means first name 

and surname) of any child or adult in a photographic image on video, or our 
website or virtual learning environment, in our school prospectus or in any of 
our other printed publications. 

 
4. We will not include personal email or postal addresses, or telephone or fax 

numbers on video, or our website, in our school prospectus or in other printed 
publications. 

 
5. If we use photographs of individual pupils, we will not use the full name of that 

child in the accompanying text or photo caption. 
 
6. If we name a pupil in text, we will not use a photograph of that child to 

accompany the article. 
 
7. We may include pictures of pupils and teachers that have been drawn by 

pupils. 
 
8. We may use group or class photographs or footage with very general labels, 

such as “a science lesson” or “making Christmas decorations”. 
 
9. We will only use images of pupils who are suitably dressed, to reduce the risk 

of such images being used inappropriately. 
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Internet and Email Use Permission Letter 
 
Dear Parent 
 
Use of Internet and Email in School 
 
As part of the school’s information and communications technology (ICT) 
programme, we offer pupils supervised access to the Internet and email.  Before the 

school allows students to use these facilities, they must obtain parental permission.  
Both pupils and parents must sign and return an Internet and Email Use Permission 
Form as evidence of their acceptance of the school’s Rules for Responsible ICT 
Use.  Copies of both are enclosed with this letter. 
 
Various projects have proven the educational benefits of Internet and email access, 

which enable pupils to explore a wide range of information sources, and 
communicate and collaborate with other learners throughout the world.  Although 
there are concerns about children having access to inappropriate material via the 
Internet, the school takes a range of measures to minimise these risks.   A filtering 

system is in operation, which restricts access to inappropriate materials, and this is 
supplemented by an Internet safety programme for all pupils which teaches the safe 
and appropriate behaviours to adopt when using the Internet, email and other 
technologies.  All email is checked for unsuitable content and images, including 
within attachments, and such email is stopped. 
 
Although Internet use is supervised and filtered within our school, families should be 
aware that some pupils may find ways to access material that is inaccurate, 
defamatory, illegal, or potentially offensive to some people.  As with any other area, 
parents and guardians of minors are responsible for setting and conveying the 
standards that their children should follow when using media and information 
sources at home.  The school therefore supports and respects each family’s right to 
decide whether or not to grant consent for access. 
 
During school, teachers will guide students towards appropriate material.  At home, 
families bear the same responsibility for guidance as they exercise with other 
information sources such as television, telephones, films and radio. 
 
If you decide to support your child’s application for access to the Internet, please 
read the enclosed Rules for Responsible ICT Use, complete and sign the enclosed 

permission form and return it to me by the end of term.  The school has a number of 
leaflets from national bodies that explain issues further and also cover Internet use 

at home.  If you would like copies of these, please contact the school.  Should you 
wish to discuss any aspect of Internet use, or to see a lesson in operation, please 

telephone me to arrange an appointment. 
 
Yours sincerely 
 
Headteacher 
 
 
 



Internet and Email Use Permission Form 
 

Please complete and return this form to the Headteacher. 
 
Pupil: 
 
I have read and understand the school Responsible Use of Electronic 
Communication, and agree to comply with them.  I will use the Internet, email and 
other ICT facilities at school in a safe and responsible way and observe all the 
restrictions explained to me by the school.  I understand that my use of the Internet 

and email will be monitored and give my consent for this to be done. 
 
Pupil’s signature __________________________ 
 
Date: ____/____/____ 
 
 
 
Parent: 
 
I have read and understand the school Rules for Responsible Use of Electronic 
Communication and as the parent or legal guardian of the pupil signing above, I 
grant permission for my son or daughter to use the Internet, email and other ICT 
facilities at school.  I understand that the school will take reasonable precautions to 
ensure that pupils cannot access inappropriate materials, including the teaching of 
Internet safety skills to pupils, but accept that ultimately the school cannot be held 
responsible for the nature and content of materials accessed through the Internet.   I 
accept responsibility for setting and conveying standards for my son or daughter to 
follow when selecting, sharing and exploring information and media, and 
acknowledge that they will be deemed to be accountable for their own actions. 
 
This consent will be valid for the period of time that my child attends the school.  If I 
wish to withdraw my consent at any time then I will inform the school of this decision 
in writing. 
 
I understand that my child’s use of the Internet and email will be monitored and I 

give my consent for this to be done. 
 
Parent’s or 
Guardian’s signature: __________________________ Date:  _____________ 
 
Name (in block capitals): _______________________________
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Acceptance of Policy Form – for Staff and, where appropriate, Governors 
 
 
 

Broughton Primary School 
 
ELECTRONIC COMMUNICATION AND E-SAFETY ACCEPTABLE USE POLICY 
 
 
I confirm that I have read and understand the contents of the Policy set out under the 
above title. 
 
I agree to adhere to its terms, to include giving consent to the monitoring of my 
Internet and email usage by Flintshire County Council. 
 
 

 
Staff Name 

 
Job Role Signature Date 

Mrs. Melissa Kendrick 
 

Headteacher   

Mrs. Jan Bibby 
 

Deputy Headteacher   

Mr Mike Elliott    
 

Assistant Headteacher   

Mr Mike Probert Assistant Headteacher   

Mr. Stephen Anderton 
 

Teacher   

Mr. Rhys Collins 
 

Teacher   

Mr. Marcus Davies 
 

Teacher   

Mrs Kelly Derbyshire 
 

Teacher   

Mrs Siobhan Green 
 

Teacher   

Miss. Bethan Hughes 
 

Teacher   

Miss Stephenie James 
 

Teacher   

Mr Wyn Jenkins 
 

Teacher   

Miss. Sarah Kirkham 
 

Teacher   

Mrs. Abigail Owen 
 

Teacher   

Mrs. Laura Owen-
Phillips 

Teacher   



Mr. Jon Roberts     
 

Teacher   

Mrs Hayley Smallwood 
 

Teacher   

Miss. Ann Smith 
 

Teacher   

Miss. Kate Sturdy 
 

Teacher   

Mrs. Rachel Sullivan 
 

Teacher   

Mrs. Helen Warner -
Hunter 

Teacher   

Mrs. Allison Williams 
 

Teacher   

Miss. Bethan Williams 
 

Teacher   

Miss Hayley Allen 
 

Learning Support    

Mrs. Sandra Bailey 
 

Learning Support    

Mrs. Esther Bentley 
 

Learning Support    

Miss Hayley Allen 
 

Learning Support    

Mrs. Sandra Bailey 
 

Learning Support    

Mrs Jenny Joinson 
 

Learning Support  
 

  

Mrs. Esther Bentley 
 

Learning Support    

Mrs. Sonia Braisdell 
 

Learning Support    

Mrs Caroline Catherall 
 

Learning Support    

Mrs Cathy Coles 
 

Learning Support    

Mrs. Sharon Edwards 
 

Learning Support    

Mrs. Gwyneth Ellson 
 

Learning Support    

Mrs. Michelle Eriksen 
 

Learning Support    

Mrs. Carissa Garnett 
 

Learning Support    

Mrs Sian Hitchmough 
 

Learning Support    

Miss Elen Hunt 
 

Learning Support  
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Staff Name 

 
Job Role Signature Date 

Mrs Jenny Joinson 
 

Learning Support  
 

  

Miss. Lin Jones 
 

Learning Support  
 

  

Miss Hannah Lidford 
 

Learning Support  
 

  

Mrs Zeta Lloyd 
 

Learning Support    

Mrs. Jean McCormack 
 

Learning Support    

Mrs. Margaret Mayhew 
 

Learning Support    

Mrs Rachael Parkinson 
 

Learning Support    

Miss.Sue Randle 
 

Learning Support    

Mrs. Michelle 
Ravenscroft 

Learning Support    

Mrs. Sarah Threlfall 
 

Learning Support    

Mrs Helen Whymark 
 

Learning Support    

Mrs . Kate Brown 
 

Pastoral Support   

Mrs Christie Jenkins 
 

Pastoral Support   

Mrs Anna Lommano 
 

Pastoral Support   

Mrs Sam Price 
 

Pastoral Support   

Helen Ellis 
 

MDSA   

Nicola Ellis 
 

MDSA   

Mrs. Nancy Holden 
 

MDSA   

Mrs Patricia Schofield 
 

MDSA   

Mrs Maureen Swinburn 
 

MDSA   

Mrs. Jo Jones 
 
 

Business Manager   

Mrs. Sally Pearson 
 
 

Administrator   



Mrs. Lesley Hopwood 
 

Administrator   

Mrs. Marion Stocking 
 

Caretaker   

Mrs Vicky Ahmed 
 

Cleaner   

Mrs. Tracie Park 
 

Cleaner   

Mrs. Liz Ensall 
 

Cleaner   
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Appendix A: Council Security Policy for Schools 
 
Extracts Dealing with Personal Use of Internet and Email 
 

 
Use of Internet 
 
Personal use of the Internet is permitted outside working hours and must be in a 
responsible and professional manner. 
 
Sexually explicit material may not be intentionally displayed, archived, stored, 
distributed, edited or recorded using any Flintshire IT equipment. 
 
Use of any Flintshire resources for illegal activity is grounds for immediate dismissal. 
 
No employee or member may use Flintshire IT facilities to knowingly download or 
distribute pirated software or data. 
 
No employee or member may use Flintshire Internet facilities to deliberately 
propagate any virus, worm, trojan horse, or trap-door program code. 
 
Employees or members must not release confidential or sensitive information via a 
newsgroup or chat line, whether or not the release is inadvertent 
 
No employee or member may use Flintshire's Internet facilities, including a web site 
or virtual learning environment, to disable or overload any computer system or 
network, or to circumvent any system intended to protect the privacy or security of 
another user. 
 
Use of Flintshire's Internet access facilities to commit infractions, which contravene 
any other policies and procedures in place within the Authority, such as the code of 
conduct and the harassment policy, are prohibited.  Detail of such policies can be 
found under the relevant sections of the employee handbook. 
 
Employees or members with Internet access may not use Flintshire Internet facilities 
to download images or videos unless there is an express business related use for 
the material. 
 
Employees or members with Internet access may not use Flintshire Internet facilities 
to download entertainment software or games or to play games against opponents 
over the Internet.  
 
It is not permitted to disable, defeat or circumvent any Flintshire IT security facility. 
 
 



Use of Email 
 
Incidental and limited personal use of email is permitted but must be in a responsible 
and professional manner and must not be misused or abused.  The sending of any 
message which contains obscene material or offensive language is not 
permitted 

 
Private use of email is allowed providing employee and Member’s acceptance, that 
monitoring of usage is in place. 
 
Flintshire equipment may only be used for the Flintshire email system (Lotus Notes) 
and the School email system (Microsoft Exchange) no other email systems may be 
used on Flintshire equipment. 
 

Chain letters received must be forwarded to a designated mailbox. 
 
Do not abuse others (known as flaming) even in response to abuse directed at you. 
 
Delete all email no longer required from your mailbox, this must include both 
incoming and outgoing mail, this is of particular importance for emails with 
attachments. 
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Appendix B: Notes on the Legal Framework 
 
An awareness of legal issues is important, but the information contained here is not 
definitive advice.  

Many young people and indeed some staff use the Internet regularly without being 
aware that some of the activities they take part in are potentially illegal. The law is 
developing rapidly and recent changes include: 
 
 The 2003 Sexual offences Act has introduced new offences of Grooming and 

raised the age for making/distributing indecent images of children to 18.  
 Offences regarding racial hatred are covered by the Public Order Act 1986 

although a new Racial and religious Hatred Bill is going through parliament.  
 
Possible Offences 

 
Sexual Offences Act 2003  

 Grooming – If you are over 18 and have communicated with a child under 16 at 
least twice (including by phone or internet) it is an offence to meet them or travel 
to meet them anywhere in the world with the intention of committing a sexual 
offence.  

 Making indecent images – it is an offence to take, make, distribute, show, 
advertise indecent images of a child under 18. (NB to view an indecent image on 
your computer means that you have made a digital image.)  

 Causing a child under 16 to watch a Sexual Act – to intentionally cause a child to 
watch someone else taking part in sexual activity, including looking at images 
such as videos, photos or webcams, for your own gratification.  

 Abuse of positions of trust - Staff must be aware that it is an offence for a person 
in a position of trust to engage in sexual activity with any person under 18, with 
whom they are in a position of trust. (Applies to teachers, social workers, health 
professionals)  

 
Relevant Legislation 
 
The Computer Misuse Act 1990 - makes it a criminal offence to gain access to a 
computer without permission. The motivation could be the technical challenge, data 
theft or to damage the system or data. The Rules for Responsible Internet Use 
remind users of the ownership of the school computer system.  

Public Order Act 1986 – offence to possess, publish, disseminate material intended 
to/likely to incite racial hatred.  

Communications Act 2003 - There are 2 separate offences under this act:  

(a) sending by means of a public electronic communications network, a message or 
other matter that is grossly offensive or of an indecent, obscene or menacing 
character.  

(b) sending of a false message or persistently making use of a public electronic 
communications network for the purpose of causing annoyance, inconvenience 
or needless anxiety. 

  



This wording is important because the offence under (a) is complete when the 
message has been sent - no need to prove any intent. 

Under (b) to keep using the network for sending any kind of message irrespective of 
content if for the purpose of causing annoyance etc. 

Malicious Communications Act 1988 – offence to send a letter, e-communication 
or article which is indecent or grossly offensive, threatening or false information with 
intent to cause distress or anxiety to the recipient.  

Copyright, Design and Patents Act 1988 - it is an offence to download or use 

unlicensed software or materials. 

Protection of Children Act 1978 - The law on images of child abuse is clear.  It is 

an offence to take, permit to be taken, make, possess, show, distribute or advert 
indecent images of children in the United Kingdom.  

Obscene Publications Act 1959 and 19 – defines obscene and related offences.  

Protection from Harassment Act 1997 

Section 2 - A person must not pursue a course of conduct, which amounts to 
harassment of another, and which he knows or ought to know amounts to 
harassment of the other. 

Section 4 - A person whose course of conduct causes another to fear, on at least 
two occasions, that violence will be used against him is guilty of an offence if he 
knows or ought to know that his course of conduct will cause the other so to fear on 
each of those occasions.  

 

Monitoring School ICT Use 

Monitoring network activity could contravene Article 8 of the European Convention of 
Human Rights and Fundamental Freedoms, e.g. the right to respect for private and 
family life, which is protected by the Human Rights Act 1998. 

The Telecommunications (Lawful Practice) (Interception of Communications) 
Regulations 2000 also limit monitoring. The 2000 Regulations apply to all forms of 
electronic monitoring and interception irrespective of whether the material monitored 
is generated by private use or in the course of the school’s day-to-day activities. 

A school may only monitor authorised private use of a computer system if it can 
justify monitoring on the basis that it is lawful, necessary and in the interests of 
amongst other things, the protection of health or morals or for the protection of 

rights and freedoms of others. Schools should ensure that the monitoring is not out 
of proportion to the harm that could be done if the monitoring did not take place. 

Schools could start by banning private use of the network, but then allow private use 
following application to the head teacher. The Rules for Responsible Internet Use, 
with which every user agrees to comply, contains a paragraph that should ensure 
users are aware that the school is monitoring Internet use. In order to defend claims 
that it has breached either the 2000 Regulations or the Human Rights Act 1998, a 
school should ensure it has procedures for monitoring, monitoring is supervised by a 
senior manager and that a log of monitoring is maintained. 
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Sex Offences 2003 Memorandum of Understanding  

Memorandum of Understanding Between Crown Prosecution Service (CPS) and the 
Association of Chief Police Officers (ACPO) concerning Section 46 Sexual Offences 
Act 2003  

The aim of this memorandum is to help clarify the position of those professionally 
involved in the management, operation or use of electronic communications 
networks and services who may face jeopardy for criminal offences so that they will 
be re-assured of protection where they are acting to combat the creation and 
distribution of images of child abuse. This memorandum has been created within the 
context of child protection, which will always take primacy.  

The MOU: http://www.iwf.org.uk/police/page.22.213.htm  

 



Appendix C: Guidance in Respect of Pupils with Additional Needs 

 

There are many variations to school policies, populations and resources 
available to support e-safety initiatives within schools. 
 
Here are some considerations regarding possible ways to support a generic 
group of children who may require additional support to move forward in 
safeguarding themselves. 

 

 A fundamental part of teaching e-safety is to check pupil’s understanding and 
knowledge of general personal safety issues. Some pupils may need additional 
teaching that includes reminders and explicit prompts to link their existing 
knowledge of “how to keep safe” to the rules that will apply specifically to, for 
instance, Internet use. 

 

 Rules are very helpful to all pupils and it is important to achieve consistency of 
how rules can be applied.  

 

 This is a difficult area for some pupils who will usually learn rules within 
certain contexts, but who will find it difficult to transfer these rules across 
environments, lessons or teachers. Schools need to consider whether a 
scheme or resources are applicable or accessible to all school situations 
where Internet access may be possible. 

 

 As consistency is so important for these pupils, there is a need to establish e-
safety rules for school that are similar to those for home. Working with parents 
and sharing information with them would be relevant to all children, but this 
group especially. 

 

 There will always be exceptions to rules and if this is the case, then these 
pupils will need to have additional explanations about why rules might change 
in different situations i.e. why it is ok to give your name and address to an 
adult if you are lost in town, but not when using the internet. 

 

 It might be helpful to consider presenting the rules as being linked to 
consequences such that you are teaching cause-effect rather than a list of 
procedures. This needs to be achieved carefully so as to use realistic and 
practical examples of what might happen if… without frightening pupils. 

 
How rules are presented could be vital to help these pupils understand and 
apply some of the rules they need to learn.  
 

 Visual support is usually important to help most pupils’ understanding but some 
areas of this topic are quite abstract in nature and difficult to represent visually 
i.e. 

 Uncomfortable 

 Smart 

 Stranger 

 Friend 
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It might be helpful to ask pupils to produce a drawing or write a mini-class 
dictionary that describes and defines these words in their own terms. 

 

 Visual support can be useful but it is more likely that the pupils will respond to 
multi-media presentations of the rules such as interactive power-point slides, 
screensavers, spoken recordings of the main rules or sounds that they can 
associate with decisions they make while using the internet. The really useful 
thing about these is the repetition and practice that pupils can have with these 
which may not be so easy if spoken language were used. 

 

 If visual prompts are used to help remember the rules, the picture or image 
support needs to give the pupils some improved understanding of what the rule is 
about. It is quite easy to find attractive pictures that link to other abstract ideas 
not related to internet use i.e. use of a compass to show “lose track” of a search 
when a head looking confused is more like what happens. 

 

 This group of pupils are vulnerable to poor social understanding that may leave 
them open to risks when using the Internet individually, but also when with peers.  

 

 It can be common for peers to set up scenarios or “accidents” regarding what 
they look for on the Internet and then say it was someone else who has done 
so. Adults need to plan group interactions carefully when raising awareness of 
Internet safety. 
 

 Some pupils in this group may choose recreational Internet activities that are 
perhaps simpler or aimed at pupils younger than themselves. By their very 
nature, these activities tend to be more controlled and less open to naïve 
mistakes. Staff need to plan how to manage pupils who may want to do the 
same as other peers but who may need small step teaching due to limited 
experiences with internet use 

 

 For various reasons, pupils with additional needs may find it difficult to explain or 
describe events when using the internet  

 

 Some pupils might find it easier to show adults what they did i.e. replay which 
will obviously have it’s own issues for staff regarding repeating access 

  Some pupils are very quick to click with the mouse and may not actually 
know what they did or how something happened. Gentle investigation will be 
more productive than asking many questions. 

 

 Some may not be able to ask for help. Staff will need to know specific pupils well 
so that this can be addressed.  

 

 Pupils may need a system or a help sound set up on computers which will 
help them to get adult attention. If pupils don’t recognise that they need help, 
then adult supervision is the safe way to improve their recognition of this. 



Appendix D: Flintshire County Council Commitment 

 

 

Maintenance of a Suitable Environment 
for use of Electronic Communication by 
Schools 

 

This Commitment Statement has been written by a multidisciplinary team with a wide 
range experience and will be reviewed each academic term.  This team has been 
established to monitor use of electronic communications by schools and the 
environment in which such use takes place.  Mechanisms for managing and 
controlling access are agreed by this multidisciplinary team and will be regularly 
reviewed.  The team consists of representatives from schools, Education, Libraries 
and Youth Service plus IT, Audit and Legal departments. The commitment has been 
agreed by the managers of the ICT Unit and Corporate IT and approved by the 
Director of Education and Children’s Services, and Recreation. 

 
 
 

 
 
In common with other media such as magazines, books and video, some material 
available via electronic communication and the Internet in particular is unsuitable for 
pupils.  It is not possible to automatically check the content of electronic messages 
for every word or phrase that might be considered unsuitable.  The County Council 
will take all reasonable precautions to ensure that users access only appropriate 
material.  However, due to the international scale and linked nature of information 
available via the Internet, it is not possible to guarantee that particular types of 
material will never appear on a screen. Flintshire County Council cannot accept 
liability for the material accessed, or any consequences thereof. 
 
 
 

 Within the context of County Council policies, the ICT Unit will give schools 
guidance and support on developing, implementing and maintaining strategies for 
acceptable use of electronic communication. 

 

 The security of FlintNet (Flintshire’s wide area network) will be regularly reviewed 
with regard to threats to security resulting from use of electronic communication. 

 

 Personal data transmitted electronically will, where possible, be encrypted or 
otherwise secured. 

 

 Exceptional examples of good practice will be disseminated to other schools. 
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 For access to the Internet via FlintNet the following controls/actions are 
implemented and will be regularly reviewed. 

 

 Every member of staff accessing the Internet will have a unique identity and 
password. 

 Pupils from primary and special schools who need to access the Internet will 
not have an individual identity and password but will use a group identity and 
password. 

 All secondary pupils accessing the Internet will have a unique identity and 
password. 

 Creation, revision and deletion of user identity plus password will be 
undertaken only upon receipt of a request in writing, electronically or by fax 
from: 

Secondary school: staff nominated by the Headteacher 
Primary & Special school: Headteacher, Deputy Headteacher or 
ICT Co-ordinator 

 Whilst this is the preferred procedure for revision of a password requests for 
changes to a password may, in exceptional circumstances, be made by 
telephone.   

 All Internet access will require authentication of identity and password.  Only 
users specifying a valid combination of identity and password will be able to 
gain access to the Internet. 

 Internet use will be regularly monitored and appropriate reports generated. 

 For reports of access to material considered unsuitable the following action 
will be taken: 

 

 The ICT Unit will immediately prevent access to the site(s) considered 
unsuitable. 

 Where appropriate, investigation and monitoring of Internet use may be 
undertaken by staff within the ICT Unit, Corporate IT and Internal Audit. 

 Material that is considered to be possibly illegal will be reported to both the 
Internet Watch Foundation and the company responsible for 
maintenance/update of the security software being used to control access.  

 Where necessary, following discussion with the Headteacher, early 
contact will be made with the Police to establish the legal position and 
discuss potential action. 

 

 Upon receipt of a request from a member of staff or an Officer to ban access 
to a site/page then the ICT Unit will take the following actions: 

 

 access will be banned immediately 

 the site/page will be checked against agreed criteria and a decision taken 
on whether to maintain the ban 

 the decision will be communicated to the individual requesting the ban 
 
 
 

 Identification by the ICT Unit of a site/page considered unsuitable - the ICT 
Unit will take the following actions: 



 

 access will be banned immediately 

 the site/page will be checked against agreed criteria and a decision taken 
on whether to maintain the ban 

 

 The Headteacher of a school may make a request for access to a banned 
site/page or an appeal against a banned site/page in which case the following 
actions will be undertaken: 

 

 individual/designated groups/pupils/staff requiring access, together with 
reason(s) and duration, must be communicated by electronic mail or in 
writing to the ICT Adviser 

 the request/appeal will be considered by appropriate senior officers who 
will draw upon the views of the Assistant Director, Internal Audit and Legal 
Department as required 
the decision will be communicated to the Headteacher requesting the 
access  

 

 All HTTP pages produced by schools for inclusion on the LEA intranet will be 
checked for viruses.  Only pages that are free from known viruses will be 
considered for inclusion. 

 Electronic records will be automatically created by the filtering software of web 
pages visited by each user.   Where appropriate investigation and monitoring 
of Internet use may be undertaken by staff within the ICT Unit, Corporate IT 
and Internal Audit. 

 

 For the use of electronic mail the following controls/actions are implemented and 
will be regularly reviewed. 
 

 Creation of a user’s address plus password will be undertaken only upon 
receipt of a request in writing, electronically or by fax from: 

Secondary school: staff nominated by the Headteacher 
Primary & Special school: Headteacher, Deputy Headteacher or ICT 
Co-ordinator 

Whilst this is the preferred procedure for revision of a password requests for 
changes to a password may, in exceptional circumstances, be made by 
telephone.   

 All electronic mail messages sent and received by schools will be checked 
against keywords for unsuitable content. 

 All attachments to electronic mail messages sent and received by schools will 
be checked for unsuitable images. 

 All electronic mail messages, together with any file attachments, sent and 
received by schools will be checked for viruses. Only messages that are free 
from known viruses will be available to the intended recipient. 

 The ICT Unit will monitor use of electronic mail.  Exceptional use, in terms of 
volume and file size, will be discussed with school staff and appropriate action 
agreed. 

 Where appropriate investigation and monitoring of electronic mail may be 
undertaken by staff within the ICT Unit, Corporate IT and Internal Audit. 
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 For the use of all forms of social networking: 
 

 There are no controls that can be employed to check messages as they are 
typed, character-by-character, and appear, subsequently or typed in real-time, 
on the recipient’s screen. 

 The potential to implement controls will be regularly reviewed. 
 

 For the use of videoconferencing the following controls/actions are implemented 
and will be regularly reviewed. 

 

 IP videoconferencing will use the Wales Lifelong Learning educational 
broadband network to ensure quality of service and security rather than the 
Internet. 

 Equipment connected to the Wales Lifelong Learning educational broadband 
network will use the national E.164 numbering system and display their H.323 
ID name. 

 Multi-session IP connectivity between schools, within and beyond Flintshire, 
will be achieved via the Ukerna bridge. 

 All ISDN connectivity between schools, within and beyond Flintshire, will be 
achieved via the Ukerna bridge. 

 External IP addresses should not be made available to other sites. 
 

 For the use of wireless devices the following controls/actions are implemented.  
They comply with the current version of the ICT Unit Wireless Networking 
Implementation Policy and will be regularly reviewed.  

 

 Only equipment and wireless network interfaces approved by the ICT Unit and 
owned by Flintshire County Council may be used as access points and for 
wireless access. 

 The only devices permitted for wireless access are laptops, PDAs and printers 
and, to ensure adequate security can be employed, these must meet the 
approved specification and be approved by the ICT Unit. 

 

 All equipment used for wireless networking (network switches, access points, 
laptops, PDAs and printers) will be configured, installed, securely maintained 
and supported by the ICT Unit via use of a range of confidential security 
techniques. 

 

 For the use of file transfer the following controls/actions are implemented and will 
be regularly reviewed. 

 

 All files received, from any source, will be checked on access via antivirus 
software provision, and only those free from known viruses will be used. 

 All files transmitted to schools or external servers will be free from known 
viruses. 

 File transfer will be permitted to and from approved sites. 

 File transfer will be limited to designated PCs/individuals. 
 



 Remote access from the ICT Unit to ICT systems in schools will only be 
undertaken by staff of the ICT Unit and, where appropriate, by Corporate IT staff.  
Such access will be on the following basis: 

 
 File servers in schools will automatically log potential faults on designated systems(s) 

in the ICT Unit. 

 Managed switches/hubs will be accessed to collect performance data, diagnose and 
correct faults plus configuration agreed with the school. 

 File and print servers together with workstations will be accessed for inspection, 
preventative and corrective action plus installation and updating of software. 

 Servers will be accessed to automatically backup critical data onto storage systems 
held within the ICT Unit. 

 

 Remote access from outside of FlintNet to school servers and servers within 
FlintNet will be on the following basis: 

 
 Access will only be available via the secure virtual private network connection 

managed jointly by Corporate IT and the ICT Unit. 

 Access will only be available to current pupils and staff from Flintshire schools. 

 

 Internet access from libraries and youth and community centres will be on the 
following basis: 

 
 Access for pupils of school age will managed by the ICT Unit with the same filtering 

and monitoring software that is employed for Internet access from schools. 

 Libraries and youth and community centres will allocate access identifier and 
password appropriate to the age of the pupil. 

 

 Firewall considerations – investigation of implications for the Firewall of non-
standard applications required by schools.  The following procedure will be used: 

 
 All requests for enhanced access should be channelled through the ICT Unit and 

communicated either in writing or via email. 

 Any software that will be used in the schools that will provide access to systems or 
services on the Internet must be identified in advance. 

 A copy of the software must be provided to Corporate IT at least three months before 
use of this software is required. 

 Corporate IT will investigate what implications the use of this software will have on 
the Firewall and routing equipment within one month. 

 Corporate IT will advise the ICT Unit on changes that will be required on either the 
routers or the Firewall. 

 Changes to the Firewall or routers will be scheduled taking into account other 
priorities identified by the ICT Unit. 

 Corporate IT may refuse to make these modifications if it is felt that the required 
changes will adversely affect the security of the Firewall and expose the equipment, 
networks and information held both by the Council and Schools to unauthorised 
access. 

 
In exceptional circumstances it may be possible to reduce the investigation 
period. 
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Appendix E: References 

 
Becta  
http://www.becta.org.uk 
 
Child Exploitation & Online Protection Centre  
http://www.ceop.gov.uk/contact_us.html 

 
Virtual Global Taskforce – Report Abuse  
http://www.virtualglobaltaskforce.com/ 

 
Think U Know website  
http://www.thinkuknow.co.uk/ 

 
Internet Watch Foundation  
http://www.iwf.org.uk/ 

 
Internet Safety Zone  
http://www.internetsafetyzone.com/ 

 
Information Commissioner’s Office 
http://www.ico.gov.uk/youngpeople 
 
Kidsmart  
http://www.kidsmart.org.uk/ 

 
NSPCC  
http://www.nspcc.org.uk/html/home/needadvice/needadvice.htm  
 
Childline  
http://www.childline.org.uk/  
 
Stop Text Bully  
www.stoptextbully.com  
 
NCH – The Children’s Charity  
http://www.nch.org.uk/stories/index.php?i=324  
 
NCH – Digital Manifesto  
http://www.nch.org.uk/uploads/documents/Digital_Manifesto_web.pdf  
 
BBC Chat Guide  
http://www.bbc.co.uk/chatguide/  

 
 
 
 
 
 
 
 
 
 



 
 

E-Safety – Acceptable Use Policy  
 
 
 

The E-safety, acceptable use policy and procedure was passed for use in Broughton 
Primary School. 
 
 
 
Reviewed and not amended 
 
 
 
On:........................................................ 
 
 
By:...........................................................................................................Headteacher 
 
 
By:...........................................................................................Chair of Governors 
 
 
 
 
Date of planned reviewed ...... ........................................... 

 
 
 

The Electronic Communications and e-safety Acceptable Use Policy will be 
reviewed annually.  
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